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Why I0S is Safer Than Android? - Part 1

Google’s Android platform has become a larger target for mobile malware

writers than Apple i0S. This could be a result of Android’s popularity—with C‘ O (59 ,?[e
more than 1 million activations per day, Android smart phones command a ¢

59% market share worldwide. However, the relative vulnerability of Android l

vs. i0O5 comes down to the IZ\,conlrol the vendors have over products
and the marketplag ypment and distribution of apps.

nre writers know the best way to infect as many devices as possible to

ral application markets. The cybercriminals plant applications that include

n (obfuscated) malicious functionality in an attempt to avoid detection included in
dor's application vetting process (e.g., Google Bouncer).

Apple’s walled garden App Store—where applications are fully vetted before being made
available to customers—has prevented widespread malware infection of iOS users. As a

ious malware
wvolunteer such

‘However, iOS isn’t 100% invulnerable. 2 tale of Charlie Miller, a security

researcher who deliberately created a suspicious application and submitted it to
Apple. Apple initially approved the application, which uncovered a bug in i0S. As

n as Apple discovered that the application was suspicious, the company
suspended Charlie’s developer accountforone year.

To be continued...
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